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}S)/Aa s resull of interviews with conntless
Isracli generals, othar officers, defense planners,
and anslysts, & US. defense official came tv the
following conclusions about the 1973 Mideast
War:(h
The most serious problem the leradli
army had was in l:l:fihng and controlling its

; . oWn forces on & resl-timo basis and procossing
i fgmr mpor%s of &hﬁr oon}bat a;tuation It was
L e general conclusion of mos officers
: that Arsb mass of nm:hm wis mml in

nftmtin‘g Israsli quuiity, in many casos beesuse

the 1IN eli Defenso Foross) lacked the
mfomatwn to control the maneuver of its
ground forces effostively, to know their ourrent

status, to allocate reserves, perly under-
?tand the pattorns in the ovmr!l ‘movoment of
oroes,

Al socondary level, the IDF had an oqml
problem in madngthumthohm!mn
the enemy. It. could not 4

evelop and process
dm froiax&ndnidual unit commanders on their

or units wero,
af what the enemy mmom, or {ntqmin the
data coming in from land and air units. Again,
tho problom was not targeling in the narrow
senso. It was locating eomdg‘mmly bhm
elements of the enemy, and
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no FEBA existed to y separate the foroes,

The problems just described are noteworthy

in Iwo respects: first, in Isresli eyes, that infor
mation deficiencies outweighed materisl deficien-
cies; second, that the grester perceived deficiency
involved knowledgo about lsreel's own foroes,
rather than thoss of the enemy. Wespon-system
deficiencles—in terms of performanoce, stockpile
#izo and replonishment, and the like—were cer-
tainly not ignored. These were coverod in some
detail later in the report. But the main problom
involved goiting the most from the forces avail-
able—the very essence of commend and control.

(U) The purpose of this artidle is to outline the
approach taken by the U.8, Air Force to meximize
tho effectivences of its tectiosl air power. Two
cavents ave in order here, however. One is that the
mbfmhpmhdumhy&nﬂhﬁmm‘
Office, not as an official Air Force position. The
other is that the ideas expressad are intended to
apply to & Central European scenario only. 8pace
conalderations prevent s broader ‘treatment, and
many nontrivial differences exist between the
NATO end other srenss. For example, the
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Mayaguer incident, with its many unique aspeots,
is quite insteuctive from: the standpoint of tactical
command and control. However, the Ceutral
European scenario currently cmiries the highest
priority, and it certainly represente a worst case—
implying, - with ‘some justificetion,  that if the
problem can be solved there, the solutions are
generally applicablo everywhore. So no apology
need bo made,

(U) Unfortunstely, the notion of command and
control is often obscurext by a certain imprecision
of language, encouraging—if not totally justify-
ing—a discussion of terms. We discuss here com-
mand and -control, two functions.

(U) Command is simply the sxercise of suthority,
the execution of waich is genoraily the issuanes of
an onder. Commend systems should therefore ve
corsidered as any moeans for delivering the proper
ordet to the proper snbordinate at the proper time,
Before a commander can take any rational further
action, however, he needs to know that the order
was 1n fact received and when it was réceived; he
must know how (or if) and when his orders were
carried out; and he must know what end offect his
orders had on the status and: position of both the
enemy's forces and his own. Thus, tho notion of
contro} in the tactical sense—whioh is what has
just been describod—is directly enalogous to the
feadback control loop used in electricsl cirouits,
As an aside, the delays built into the tacticsl
control loop ara longer; but failure to minimixe
these delays or to at least take them into account
can havo the same offect as in electrical cirouits:
positive rather than negative (correstive) femd-
back, leading to instability, oscillation, andfor
outright failure. Conirol systems, then, are con-
sidered to be any means for sampling the output
of command systems s0-as to influence the inputs,

A9 Thus, command and control are separate
functions of battlofield manegement. It is most
often useful to link them together—both because
of the overwhelming importance of the control
function to the commnand function snd: because
they usually are accomplished through the same
medium—but. they never should be econsidered
synonymous or even us parts of the sams function,
In battlefield managoment, as in sny kind of
monagement, the manager must work very hard
to ansure the viability of his control function. The
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Turasli examples cited earlier ropresented break-
downs in the control function: The commanders
Jacked the feadback to know what to do: next.
Likewise, U.8. forces experienced similar bresk-
downs during Reforger 78, a lorge-scale European
exercise, For example, unbeknownst to the com-
mand structure, & major unit had bean overrun by
& mock training force.

(U). In this context, then, communications is
considered to be & supporting service; intelligence,
a class of information; and automated data
processing, a capability for facilitating informa~
tion handling, computation, and display. As used
here:n, the term commend and control implicitly
embodies all of the sbove elements; In the follow-
ing section the effect of command and control on
forres in genoral and on the NATO forces in tho
Central Region in particular are discussed.

‘fHE CHALLENGE ;N CENTBAL EUROFE

49 Few would claim that the present Central
Region command and control situation is ideal;
many would call it precarious. Genuinely effective
command and contro} is dificult under the best of
circumstances. Deapite perfect weather; a common
language, » homogeneous command structure, and
many other advantages, the Israclis found com-
mand and control their most serious problem.
Providing those functions within NATO is a
titanic undertaking. Part of the problem is that
the NATO systom was designed to implement &
strategic undertaking and that it has since
evolved toward s combination  steategic/tacticsl
and nuclear/conventional  ‘weapons “concept of
operation.

187 Prior to 1087, NATO followed a “trip wire"
strategy calling for an immediate nuclear response.
The two Allied Tactical Air Forces (ATAF) in the
Central Region, 2ATAF and 4ATAF, essentially
had only two functions: threat recognition and
response. Under that concept, the ATAF’s oper-
ated almost sutonomously. Sector operations
centers subordinate to the ATAN’s were-used for
the “indications end warning function and air
defansa; the strike plan and operstions orders came
directly from the ATAF. Command and control
more or less followed o strategio, rather than
tactical, model.

18 In 1067, the “flexible reaponss” strategy
JDB 13
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onlling for & rangs of responses from the purely
eonventiopal to the purely nuclear made autono-
mous operation impossible and greatly increassd
the role of command and control. A second aspect
of the problem was that the U.S. poliay dictated
that we use a8 many of the NATO amote us
possible; we wero no longer in Europe to defend it,
but to assist it in its own defense. This poliey
il of U e i Bp i et
. control of 1.8, forces wit
emphasis on interoperability. However, the NATO
Defense Planning Comumittes did not spprove &
new organization-—called Allied Air Forces, Con.
tral Europe (AAPCE)—for contralived command
and “control of multinational resources in the
Central Region until June 14, 1974, soven years
after the strategy and policy had changed. The
reorganizaticn -alss provided for the Allisd Tac-
tical Operations Centor at the same level as the

;ectof operstions centers, but for offensive opera-
Ons.

2T Many compromises were necossary when the
tactical concopt of “floxible response’’ was imposed
upon . the long-standing, basically fixed strategic
concept formerly operating within NATO, (Flex-
ible response was not unique to NATO; even the
Strategic Air Command began to telk about it in
the oarly 1980's,) More compromises have been
andl will be necessary to reconcile the power rels-
tionships - established in the Quadripartite Jgree-
ment after World War 1I with the current realities.
Also, more compromisps would be likely if Com-
munists moved into certain key positions within
NATO govemments. Thus, the questions, Whe
giver what orders to Whomt—commeand—and Whe
should be given what informationf—countrol—loom
very large in NATO.

One. result of these compromisss is- that
systems that work very well In a national context
must be forco fitted inte NATO at some oon-
siderable potential cost in offeotivoness. For
exanple, the olsssical U.S, taotical air control
system (racs) is & highly complex, moduler
collestion of personnel, organisations, avd equip-

. ment, which is designed to provide the basio
-ommand and control -capability for a deployed

. tactical Air Force, Thegoal of TAcs ja to ~provide

an Air Foreo component commander with the
ability to move his foroes about quickly and in~
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telligantly and to coordinate supporting sotivities
such as sir defense suppression snd elestronle
warfare so that he can dictats the terms of battle.
As demonstrated in Southesst Aria, this system
cun respond very quickly and effectivaly to im-

mediste requests for close sir support and other

misnions. But pacs runs into problems in trying
to adapt to NATO. For example, NATO countries
operato under a different tasking philosophy and
use different opsrationsl procedures. Measages sre
sent at different speeds, requiring buffers for
interoperability. Data routing to -support. de-
cisions is not uniform. The degree of radar control
recuired for outbound strike forces is- different.
The list goes on and on.

13 Moreover, neither tsotical -air control sys-
tem-—the American model or the Central Europesn
version—hus ever becn chalisnged surionsly by
enemy - actions, Although wacs was applied in
Southeast Asia, it nover faced o single-rinded,
concentrated effort to dsstroy, jam, sabotege,
harass, deceive, or otherwise violently disrupt
command and control functions. The oppoertunity
exists in the NATO arena for sych disruption,
however, and we will discuss four ways to mini-
mixo its effects: concsptun) sdvancements (idesy),
orgauizational changes, provedural improm

- -angd- technology.

Taking orgsnisational
ﬁmithubmdmtaulmgﬁma'mw
tione in the ares of major organizstionsl changes
are painfolly slow, Naturally, organivationsl re-
finsments ~(including colloosting ' various head-
quarters) are being made and will continue to be
made, but it is probably unrealistic to expeet any
ronl ‘help from sweeping changes much beyond
those refinements in the near term, Thus, the
real ohallenge is to apply idess, procedures, and
technology in such a way that the current or-
gsnization will work. Theee will be disoussed in
turn in the following seotions,

NEW CONCEPTS

(U) One of the difficulties the Services run into
in sitempting to justify new commend and con-
trol systems to the Congress and/or other approval
suthorities s that the attack systems they support
are presented in sosuarios in which “perfect”
command and control is assumed. The trouble is
that the coneept of comniand and control is 80
hard to quantify that the foree somarios: cannot
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readily - socommodate it. How much is an in-
crement of command and control improvement
worth compared o an inorement of additional
sttack systems? Without a good answer to that
question, meking good - choices in the face of
9carco resources ia not easy. Thus, along with ths
need for more imaginative tactics, procedures,
technology, and the like, there is s need for
better ways to articulste the contribution of
command and control on some common basis, A
degre: of quantification hss often been implied
by the nution of command and control ss & “force
multiplier.” But is it really a multiplisr in the
mathematical sense? Do z firepower units of-
foctively become nz firepower units through the
Jjudicious application of conmumand and control?

(1) An early attempt st quentifying war in
general was formulated in 1816 in the famous
Lanchester squations.?) Although they have besn
largely superseded ia later snalyses, they cau siill
be used to gain some: insight into the role of
command and control un the modemn battlefield.
Lanchester derived two cases, the aimed-fire case
and the unsimed-fire case, as follows;

Lot 2, and z, be the strengths of odd and even
sides, respectively, and 2, and 2y, their initial
strengths; a and A the average oﬂoctivm of
even men in killing odd men; b and B the
average offectiveness of odd men in killing even
men; now assume that men put out of & are
“dead” and a4}l men in action are firing. Then
{@) when each side is visible to the other, and
evary man on oach side is able 1o fire on any
opposing individual, the loss rate on one side 18
proportional to the number of opponents firing,
i Tav Tor Toauatt of fghtog srengthe
‘square law’’ for 0 8
{thatis ﬂmoomliti:?x under which n?x‘th:::'gm),
Gay=abz,ed. (b)) When each side is invisible to
the other, and each fires into the ares the other
opcupies, the loss rate on one side is proportional
to the number of men on the other and to the
number of men occupying the area under firo, s0
that &= —Azy3; dy=—~ Baiay, This leads to the
“Ninoar law" for equality of Sghting: strength,
A%*“Bﬂr

{U) A logical extension that appears Iater is called
the mixed-fire case, in which only one side sees the
other (o8 in an ambysh, for examplo).

Al‘“'ﬂzb#u
{U) An examination of these ogquations with their
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FORCE STRENGTH
Figure 1. Poor command and control as & fores divider.
(Figare olesslfiecSorrot :

divaree cosfficients and interdependent variables
will illustrate thet the effecis of commund and
control are far too complex to be termed s simpls
multiplier. In-fact, command and control would
appear to have some: effect: upon, for example,
(1) the initial force values: good commend and
control should result in s more advantageous force
ratio at the point of attack at the:start of the
battle—the *fustest with the n.ostest” initial
conditions; (£) the oase: good comnund and con-
trol can slter the terms of engagement to the point
that a shift from one case to anothe results—for
example, the. unaimed-fire case to th. simed-fire
case—leading to a more favorable outcome fur
the side thet can aim better; (3) the rate-of loss/
kill: ss can be domonstrated using other forms of
the. Lanchester- equations, good command and
control can enhance the ability of a commander
to make and carry out decisions concerning the
reinforcement, or withdrawal of his forces. As to
reinforcoment, premature or unnecessary comiit-
ment of resarves in one place means unavailability
for where they might really be needed. As to
withdrawal, & late decision could result in-losing
the opportunity to do so at all.

fy‘ﬁn Lanchester equations do not go far enough,
owever, Just s important es the notion of good

command and control as a foroe multiplier is the
notion of poor commond and control ae a force

. ‘divider. As lusteatad in Fig. 1, poor command sad

control can paralyse & foroe or set 4 osiling on
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itrg aﬂ’wﬁym such that overall aﬂaﬁmn;s
m‘u remein  constant or evon become  lower as
reinforcernents arrive. Although diffleult 1o show

mathematioally, the effect is well dosumented in
history, -inoluding the Yernol case vitod eastior.

h force-divider offeot is tha resson so much
effort is prop iy directed toward protecting Blue

force command and control eapabilities snd ex-

ploiting Red force weaknesses through targeting,
jamming, and the like. But the notion of protection
must go wall boyond mmple safeguarding of assets.,
As the Red force grows larger snd larger, there
seams to be & tendency (in the short tarm at
mzmmmzmmmandmdcmrd
multiplier effect to provide s substantial part of
the Blue force squaliver, As & result, there axists
strong pressure for the command and control
system to become ever more complex: for axample,
with: larger, centralized computers connectsd by
fower, but higher speed, data lines, When that
happens, the inerease in eapshility is secompanied
by an increase in vulnerability—through attack,
sabotage, or failure—and the degradation result-
ing from & breskdown ja fikely to be catastrophic
reshet than graceful. The gep betweon ths work-
ing system and the nonworking aystem is simply
too great {o permit any kind of “mesninglul
recovery through backup means. It is better in
nearly all cases to trado off the nth—and some-
times the (n—m)th—degres of capsbility to
preservo degradation -options. For example, a
numbser of individually less: capabla -disperserl
assets may be preforable to s few highly capable
centraliged systems.

18 JDR
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(U} Morvover, some progress is -boing made
toward better quentifioation of ‘command - and
control concepts. A far cry from the simple set of
depletion - equstions derived: by Lauchester, the
latest- models, such as the TAC Ewaluator model
‘being used by the Office of Air Force Studies and
Anslysis, has hundreds of varigbles aud coofi-
dients. ‘The TAC Buwalustor is a model in which
the utility of menipulating various parsmeters
(including -command snd: control mputs) can be
ovaluated in two-sided; variable-level ground/sir
baitle scenarios. Whether this or similar models
will prove any more valid than: the conntless
oquations of this kind that beve emerged since
Lanchester’s time, however, remains {0 bo. seen.
Consistent success in deriving equations that en-
compass sll (or even the most important) of the
vagsries' of battle has never been echioved and
porhaps nover will. In the past, it has beon much
essier to explain why u battle hed been won or
lost then o predict its outcome beforchand. But
models of this kind mre important, ‘and many
slready have given new insight into the character
of command and control. Clesrly, more is needed
<long this line.

PROCEDURAL ADVANCES

(1) As -demonstrated by General Dixon, com-
mander of the Air Force’s Taotical-Air Command,
snd Qenersl Depuy, commander of the Army's
Training - and" Doctrine  Command,  procedure-
development can be an extremely constmetive
method: of circumventing age-old issues of roles
and missions. Through their joint air-land forces
applioations (AL¥A) group, thess two commanders
heve tacklad inajor tectical aress through -the
general meohaniam of (1) mutuslly acknowledging
problems that neither can ignove and (4) working
out arrangemonts to solve theni using tho available
yosources of both, The mechanism sounds aelf-
avident, but its application in s mission-oriented,
rather than role-orionted, fashion has achieved
some truly impressive results. Extending this same
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-philosophy 1o improving command and control in

Central Europe can provide substantial paycff in
making the most of the availsble moupr:{s and
reducing dependence on vulnersble (? links,

(U) One matter that must be settled is how much
to centralize or decentralize functions within the
existing organizations, Neither centralization nor
decentralization isinherently better; sach issimply
an end point on & continuum of operations!
alternatives. The optimum point on that curve is
partly s func.tion of the quality, fidelity, relia-
bility, ﬂ.exi‘bihty, and survivability of feedback
loogg within the system—the control function.
Ifohucd pressures tend 0 encourage centraliza-
tion; so does new technology, at least initislly. So
often, new tochnology means lexge new systems
that are too expensive to let all the appropriate
cchelons have one. But, if the eapability sfforded
by the large new aystem is powerful enough,
centralization makes perfect sense. On the other
hand, & commander shouldn’t conteslize simply
because he can. Another important point to con-
gider is how well a subordinate unit can function
if it 18 cut off from the normal guidence and
services provided by the parent orgsnisation.

(U) An sccurate assessment of those questions,
ho;:;m cannot-really be obtained from theo-
re yses, Concepts and proocsdures must be
tried and altered until a suitable plateau is found.
Continved exerolse may indicate s more effective
stable operating point. Thus, command and
control test beds are neaded badly, and some have
been developed. .

/& Ono of thess test beds, nicknamed Creek

Braille, is u joint U.S. Air Forces Europe/U.S,
Army Europe effort to develop coordinated pre-
planned air support prooedures. First, the most
likely avenues of enemy approach are identified,
along with probable choke peints, and the terrain
is divided into easily recognixable sections. This is
«one not just by map unalysis, but also by having
pilots walk over nearly overy square foot of these
avenues and choke points in the NATO Central
Rogion. Next, mission maps of those seotors are
given to Air Foree pilote who have come to know
these seotors extremely well. In practics, pilota
take off with more or less standardized borb loads
on their aircraft, prooead to a seotor of assignment,
and maeko contaot with & forward air controller for
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specific target assignment. The result can be an
enormous increase in sortie rate and effectiveness.
Booause of their familiarity with the terrain, pilots
can achieve more timely attank of fleeting targets
82 also gain increasad acouracy. Also, dependence
upon # centralized commeand and control net is
sharply reduced. In effect, command and contyol
functions sre performed in- the ficld. With Jess
reliance on loug-distance, high-volume communi-
oations andl with casier, better communications
soourity, survivability is considerably enhanced.
Some enooursging experimentation hes bean done
to determine how well Creek Braille strikes could
be acoomplished under conditions of radio silence
or total jamming. For example, a pilot might
simply report to.a predeterminad friendly location
and receive target type and ocoordinates from
yisible panels on the ground or from & flashing
light. So far, most of the benefits gained under
the Creek Braslle concept spply only for westward
movement of the forward adge of the battle
ares - (rEpa), snd mainly for in-place forges.
Rapid rosciion und augmentation forves probably
could not operate that way without intense training,

48 Red Fiag is the nickname for a continuing
higlhly publicized exercise whose primary purpose
is to train pilots to survive and bo effective during
their first 10 sorties in combic, historically an
axtremely vulnerable perlod, Taetioal Air Com-
mand pilote go out to Nellis Air Force Base,
near Las Vegns, Nov., and fly under very realistic
conditions against arrays of Soviet/Warsaw Paot
targets and highly skuled sggressor forces who use
Soviot fightor tactics. Just as emphatio g the
neod for realistic air erew training, however, is the
veality that commund and control hes the same
basie training neods, Thus, TAC has developed
Blue Flag to take advantage of an arvay of enemy
emitters, radars, and jamuners in the Eglin Air
Force. Base, Fla. aren to provide a high-fidelity
free play. environment to permit command and
control elementa to function together. The idea is
to train battle staffs tobm]mﬁ:-;im bml‘?ﬁdg
mansgemant decisions by exploiting commaud an
control communications and intelligenoe-gathering
funotions to assess the created threat and apply
tactics required to neutralize it. Blus Flag has
slroady begun to provide imaginative solutions to
the complex, time-sensitive: problems of command
and-vontrol in & high-threat environment.

JOR 17
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8y Reforger, mentioned ealier, is & yastly Euro-  way of juformation provessing and dissemination,
pean exersise in which Orsnge and Blue ground  communications, interopersbility with allies, aud
forgos, together with supporting air, are pitted  the like, Fortunately, some revolutionary systems
against each othar. Although the actusl units  are well on the way, as will be dis~issed.

involved ave of division sise for reasons of prac~
: ticality, the exercise simulates s corps-sise engage-
\ ment. ‘Thus, Reforger provides an excellent oppor-
tunity to test and improve command and control
interactions on a large scale, thus proving out
the concepts developed through the sir-land
forces applications group, snd in Creek Braille,
Blue Flog, and the like to get a better ides of the
operational utility of new systems. For axample,
during Beforger 76 s real-tims downlink was used
to pass data collected by a synthetic-aperture
radar (the UPD-4, abosrd an RF-4- aircreft)
directly to s team of imagery intorpreters, with
quite impressive Tesults. In one case, the total
time elapsed betwean data collection and sizike of
a ground target was only about 80 min.

(U) There is s grest deal more going on to develop
and refine comminnd and control concepts wnd
provedures, but these should serve to illustrate
the point. Wuch of the success of these efforts
depends upon the continued svaiiability of realis-
tic test beds; unfortunately, however, it is be-
coming harder to maintain roalism in the old ones et
and almost impossible to find new ones, The resl |
estate required (both horisontal and verticsl), the e
need to- avoid jamming and other interference
with commercial entarprise, flight safoty require-
ments, environmentsl constraints—all are putting
great pressuro.on these vital resources, Although
some capahility can be regained by extending
. test bed results through imaginative simulstions;
the problem is potentially very serious,

TECHNOLOGICAL IMPROVEMENTS

MOme mejor improvements in command snd
control are needed and are likely to come from
technology. The coramand and control links are
much too fragile now. The information carried on
these links is so important to decision mekers ot
all levels that interruption or distortions can be
catastrophic. Procedures, contingoney plans, and
work arounds are important, but ly they
cannot be expeoted to offset deteriors for
long, Mbreover, evolutionary technologioal im-
provements wous. fall fur short of what is needed.
Clearly, some giant strides are required in the
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SUMMING UP

& "The Isrneli War examplo quoted at the begin.
ning of this artiole pointed out vividly the essence
sivd importance of sommand snd eontrol, and how
hard it is to ensure u visble gystom even under
vory {avorablo conditions, Cortainly the Coniral
Hogion of NATO provides far less favorable con-
ditions und tho . potential for disaster is much
highor. NATO i still frying to agcommodate to

 the “flexible response” stratogy and: the shift in

US. policy that placed more of the burden of
delonse on the Europeans; it also faces n formida-

- blo, sophisticated foo that considars jamming and

destruction of our vadios sud radaws an ossential
pwrt of war,

(U) Part of the answer to the quostion of how to
improve commaned und sontrel in Europe  (or
anywhere else, renlly) is to rosxanine the effeots
of command. and_control and. to devolon ways of
making sure that thoy are fully considorad varly
in the development of any new wenpons systom,
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Some have talked in terms of multiplier effect,
but the multiplier effect of command .and control
is not direotly demonstrable. It requires & higher
order caloulation, involving the d'fferences be-
tween boing sble fo bring sufficient foroes to hear
under favorable conditions for & given engagement
snd sllowing (or being unsble to prevent) s battls
to continue under uufavorsbls  circumstances
when - withdrawsal is in - order. The notion of
“divider effoct” was introduced to shift command
snd control from the ‘“improved efficiency”
domain—considerad by many 1o be nice, but not
necessary—to the “force cohesiveness and catas-
ﬁ:ﬁa}e avoidance” ‘domain—vitel and nonig-
D .
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To decide what 1s needed and to put ail the

sys-
tems  togather~~both  “big ‘8”7 ‘and “little 8"~ °

systems—require o parallel - top-dowu ~and
bottom-up management  offort,. “in' which the
operatar is koy. The operator must take the lead

in defining his needs so that the top-down ap-
proach is sensible; and the operator mush teke -

the lead in experimenting with the new-technology
products snd in proposing wider application (alter
ench has been fully tested operstionally on-the
small ‘scale), so that the bottom-ap approsch
achieves its full potential. In this respect, the
USAFE planners appesr to be headed in tho right
direction,

Al in all, the command snd control situation - °

in Central Europe, although severely challenged,
is far from hopeless. A grest desl of the right kind
of thinking and work is going on, and the efforts
oare starting to pay off. Much of the effort involves
~suring widesproad, reliable communications, wnd
tnad is as it shoukd be. Divess, contavt is still she
most effective command and control tool.
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